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Abstract- Cloud computing is one of the most trending 
technology through which digitalized data management and 
storing becomes easier and more effective. However, besides 
the advancement of technology, data protection is another top 
priority concerning factor as millions of sensitive data are gets 
stored and transferred through the cloud computing system. 
As per the current days of cyber-activities, data security threat 
in cloud computing have increased, which posses threat in the 
development of the business. In that field, machine learning 
based advanced algorithm develop the virtual encrypted 
environment to protect the data from unauthorized access and 
hacking.
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I. INTRODUCTION

Technological development has enabled the process of 
data management and business operation faster and more 
efficient. By utilizing the advanced technology, a more 
complex data set can be implemented, use and manage easily 
that effectively improving the business operations and 
services. In this context, this research is going to demonstrate 
a deep insight into machine learning in management cloud 
computing. After the initiation of the digitalization of all 
kinds of business, domestic and personal activities, the 
demand for the cloud computing system has been increased 
rapidly. With the help of such a system, one can store or 
access data from anywhere by using the cellular or wired 
connected network system [1]. Now, such circumstances, 
data stealing and data hacking become a great threat to the 
researchers and developers as leaking of sensitive or personal 
data may raise a huge loss for the society and business.  In 
order to prevent such incidents, the collaboration of the 
machine learning-based algorithm and AI technology 
brought a secure environment by introducing the AES-256
encryption system. It has been observed that in the current 
days the majority of the company use cloud computing to 
keep the data safe and operate their work from different parts 

of the world and it is considered to be a business platform 
where production and all data of the business are stored [2].
The main advantage of the AI-based machine learning 
encryption system is that it can able to analyze the patterns 
and learn new protective measures from that pattern. Based 
on this technique, when a similar kind of pattern tries attack 
further, it immediately takes action against that. The main 
purpose of the research is to look after the threats and 
machine learning to develop security in cloud computing. 

II. LITERATURE REVIEW
The cloud-computing infrastructure in the current days 

has developed and it is important to look after security 
development. However, it is mainly to be looked after by the
service providers to develop a robust cloud computing 
security in the current days. The cloud computing revenue in 
the UK market has increased and it was almost 15.57 Billion 
Dollars in the current days. Machine learning and cloud 
computing along with the "Internet of Things'' is considered 
to be novel technology that has evolved in the IT sector [3].
Various devices are used for the performance of the business 
along with the use of big data analytics, AI technology has 
improved the services and looks after the prevention of data 
in cloud computing. 

Various researchers have been identified several issues 
and security threats regarding cloud security by 
implementing several machine learning programs. However, 
cloud computing plays a huge role in the field of machine 
learning, as it enables the overall cloud data facilities and 
equipment to boost the technological fields. Although, the 
cloud system faces too many compliances and disruptions 
towards achieving huge significance in both the small and 
large scale companies that operate through information 
technologies programs in order to enhance their potential 
growth the business [4]. There are various data encryption 
formats have been identified through the entire process of 
identifying threats and security towards implementing 
machine learning. It has been observed that machine learning 
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has been essentially eligible to identify the strength and 
weaknesses of the company as well as the employee's skills 
in the technical field within the organization. 

It has been observed that various consideration and 
security advance programs that operate through machine 
learning has been failed to implement any task or procedure 
within the enterprise's cement have been emerged with the 
technology system of the organization, as a result. In such a 
case various data has been breached as failed to implement 
the machine learning techniques within organizations [5]. It
has been identified that multiple of technology advancement 
has been made during the entire process of machine learning 
programs within cloud computing or data security as per the 
current market requirements within organizations. 

Fig 1: Cloud computing 

(Source: [6])
The innovative model that has generally been utilized by 

the operational leaders of the organizations to detect threats 
against any data protection in machine learning is the 
software as a service. It has been capable to detect threats 
and enable various opportunities in terms of enabling data 
security and information techniques within organizations [7].
However, it is efficient in terms of deriving data and protects 
it from various theft, therefore, the employees need an 
adequate training facility through applying for the machine 
learning programs.in addition, the operational leaders of the 
business using artificial intelligence techniques to secure the 
several elements and functions of machine learning programs 
in the field of gaining knowledge and skills to boost the 
security system of machine learning.

Fig 2: Cloud computing in CCS

(Source: [8])
It has been observed that for the vendor's cloud storage 

stability is important, hence machine learning and cloud 
computing models have been suggested for the protection of
the data in cloud computing [9]. In the current days, it has 
been observed that API and software developer’s kits allow 

organizations to embed machine learning facilities into 
applications and mitigate the threat of DDOS [10]. It can be 
stated that cloud computing has developed the business 
organization performance but also enhanced the risk of 
losing sensitive information of the company affecting its 
reputation in the current days. 

III. METHODOLOGY
The research purpose has been met by following the 

primary and secondary research method which has enabled 
the collection of the data and helped to look after the current 
trends in cloud computing. The primary research has been 
conducted where quantitative analysis has been done for
collecting data on machine learning in cloud computing 
thereat. The relevant data have been collected from google 
scholar by using keywords like Saas, and Cloud computing,
and 40 participants have been involved in collecting the data 
and meeting the objectives of the research. Individuals in 
cloud computing have been targeted as the main source for 
collecting data and sharing. In this research study, it has been 
observed that the primary data would be collected from the 
employees involved in cloud computing and machine 
learning in the organization [11]. 

The proper reason behind implementing machine 
learning techniques in the field of technology as well as in 
organizations towards achieving the sustainable business 
goal. This is due to identifying various business objectives 
and strategic goals to identify the positive impacts and 
influence of machine learning. It enables the business to 
transform digitally as well as make it sustainable to achieve 
the innovative facility towards protecting the business data 
and its security regarding business digitalization. It was also 
helpful in implementing the business digitally transforms
through generating innovative ideas and proper business 
information digitally as well as on company websites [12].
However, it seems to be challenging sometimes such as to 
drastically enter the unauthentic folder within the cloud 
computing programs and tools to identify a necessary source 
to mitigate such disruptions while performing business 
digitally. Interpretive research philosophy has been followed 
to collect the data as it enables flexibility to the researcher 
and achieves the purpose of the research. It has been 
observed that a deductive approach has been followed as it 
helps to look after the machine learning and the cloud 
computing model helps to mitigate security issues in cloud 
computing.

In order to collect the secondary data, authenticated 
sources have been used based on machine learning and cloud 
computing. The overall research study has been designed by 
the primary descriptive data as it enables the overall 
information’s towards to achieve business potential as well 
coordinate the work culture within the organization digitally. 
It has been observed that descriptive design is followed by 
the researcher as it enables the researcher to think freely and 
allows the flexibility to collect essential information. The 
major identifying issues regarding implementing various 
techniques of business transformations digitally through 
evaluating the secondary business data and analysis that has 
been relevant to identifying various threats and difficulties 
towards implementing programs. Another issue in collecting 
the secondary data is that the information provided might 
become invalid or may not be relevant, which might be a 
research gap [13]. 
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However, companies adopt some principles ethics, and 
advancements usually in a common way to implement the 
data security programs towards to achieve the technological 
goals in the field of machine learning. In addition, ethics 
such as “transparency techniques “that equally satisfy the 
ethics and integrity of the business towards implementing the 
machine learning programs within the organizations. It has 
been clearly stated that the researcher collects appropriate 
data or information's to incorporate the research programs in 
order to secure cloud computing technology during 
implementing the machine learning programs within the 
business. In addition, it has been more valuable in any other 
field rather than information technology.

IV. ANALYSIS AND INTERPRETATION

Fig 3: Graphical presentation of the response to question 1

(Source Created by the learner)

Making a complete evaluation of question 1 it has been 
identified that most people have agreed with the fact that 
machine learning is an essential aspect in order to protect 
cloud computing.

Survey question 2: Do you believe or agree with the fact 
that ML and AI are helping to exhibit intelligent actions 
through which solutions can be provided?

Fig 4: Graphical presentation of the response to question 2

(Source Created by the learner)

The evaluation of the second question helps to reflect the 
fact that intelligent actions are implemented through the ML 
that is powered by AI. 

Survey Question 3: What roles are played by Machine 
learning in terms of providing cloud computing security?

TABLE: RESPONSE OF QUESTION 3
(SOURCE: CREATED BY THE RESEARCHERS)

Google form 
options

Total 
participants

Collected 
responses

Percentile 
calculation

Data protection 
through prevention

40 8 20%

Detection of attacks 40 8 20%
Providing automated 
solution

40 8 20%

Making a prediction 
about the risk factors

40 8 20%

Malware analysis 40 8 20%

The evaluation of the above response helps to identify 
that five major activities are helping to provide protection. It 
is also identified that ML enables detection, identification,
and remediation and 

V. DISCUSSION AND FINDINGS
Based on the above evaluation it has been identified that 

AI-powered machine learning is enabled through algorithms 
that helps to identify the risk in real-time. More specifically, 
through the help of this technology, the total number of 
inputs that are provided can be analyzed very accurately
[14]. Therefore, detection of malware becomes easy with this 
technology. In terms of making predictions, it is identified 
that the time series data are used within this technology. 
Clustering is also another integrated part of this technology 
and as per the evaluation it is identified to be making 
identification of SOC (Security Operation Centre) [15].
Therefore, it has been identified that the process includes 
taking inputs from previous incidents that have detected the 
same type of attacks. Therefore, using the business 
productivity while reducing the employee's profits and 
technology considerations towards business digitalization, as 
it becomes more informative and useful techniques that 
derive the business operation through digitally as well as 
more efficiently that impacts the overall business security 
and data that implement through making proper innovation 
and tools to make it incorporate [16]. 

Several innovations and digitalization keeping ahead the
business and help to essentially look forward on the 
innovative experiences of machine learning that further 
enable the organization to achieve the business goals [17]. 
By using AI based machine learning technology, any type of 
irregularities in the pattern can be detected in real-time 
therefore the scope of early detection of malware can be 
identified. Various forms of digital techniques have been 
evaluated to implement machine learning within the 
organizations such as “spreadsheet to cloud CRM”. 
However, it helps to improve the multiple rates and 
technological factors towards enhancing the positive 
relationship between the employees and the operational 
business leaders [18]. Therefore, proper cloud computing 
data techniques help the business to perform digitally by 
implementing transformational process such as machine 
learning programs to enable product specifications and 
quality improvement within organizations [19] Moreover, 
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the operational manager of the company implements the 
“ongoing training procedure "to improve the quality cost and 
training facilities while ongoing programs such as machine 
learning. This helps to move the business through digitally. 
Furthermore, the business transforms digitally, while 
functioning towards implementing the business practices, as 
well as operates business digital across the world rather than 
in the UK [20]. In such a case the company achieves well 
support to the various call centers regarding identifying the 
positive experiences regarding business implementation 
digitally. 

VI. CONCLUSION
It can be concluded that the cloud computing threat has 

increased in the current days, which has affected the 
development of the business in the current days. It has been 
observed that the company faces various threats and 
uncertainties in identifying the proper tools and requirements 
to implement machine learning programs within the business 
data. However, it helps the business as well as protect it from 
various disruption such as hackers and security breaches as 
well as many more to incorporate them into appropriate 
actions required by the operational managers of the 
company. It has been observed that the DDOS threat has 
enabled hackers to affect the financial position of an 
organization by hacking sensitive data of the organization. 

The Saas model in cloud computing has been used by the 
organization to reduce the production cost and look after the 
development of the business. Software developer’s kits are 
used in the current days help to mitigate the issue of security 
threats in cloud computing. AI technology has been used to 
look after malware and prevent the loss of data in the current 
days. End-to-end encryption helps to prevent loss of data and 
machine learning helps to look after variables in the input 
learning in the research. Primary and secondary research 
strategies have been followed that help to meet the purpose 
of the research and look after the development of the 
research. Random sampling techniques have been avoided in 
this research and data have been collected from 40 
participants. Cloud computing related potential threats has 
also uplifted in this study for in depth discussion. Although 
several issues and threats have been identified towards 
implementing the machine learning programs in practice. In
such case, artificial intelligence techniques have been 
significantly compatible as well as plays a huge role. The 
innovative techniques of artificial intelligence have been able 
to boost technological advancement toward to achieve 
sustainable business goals in terms of business 
transformation through digital. 
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